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Abst r act

The System for Cross-donain ldentity Managenent (SCIM specification
is an HTTP-based protocol that nmakes managing identities in multi-
domai n scenari os easier to support via a standardi zed service.
Exanpl es i nclude, but are not limted to, enterprise-to-cloud service
providers and inter-cloud scenarios. The specification suite seeks
to build upon experience with existing schemas and depl oynments,

pl aci ng specific enphasis on sinplicity of devel opment and

i ntegration, while applying existing authentication, authorization
and privacy nodels. SCIMs intent is to reduce the cost and

compl exity of user managenent operations by providing a common user
schena, an extension nodel, and a service protocol defined by this
docunent .

Status of This Meno

This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/infol/rfc7644.
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1. Introduction and Overview

The SCI M protocol is an application-level HTTP-based protocol for
provi sioni ng and managi ng identity data on the web and in
cross-domai n environnents such as enterprise-to-cloud service
providers or inter-cloud scenarios. The protocol supports creation
nodi fication, retrieval, and discovery of core identity resources
such as Users and Groups, as well as customresources and resource
ext ensi ons.

The definition of resources, attributes, and overall schema are
defined in the SCI M Core Scherma docunment [RFC7643].

1.1. Intended Audience
This docunent is intended to serve as a guide to SClI M protocol usage
for both SCI M HTTP service providers and HTTP clients who may

provision information to service providers or retrieve information
fromthem
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1.2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These key
words are capitalized when used to unanbi guously specify requirenments
of the protocol or application features and behavior that affect the
interoperability and security of inplenmentations. When these words
are not capitalized, they are neant in their natural-language sense.

For purposes of readability, examples are not URL encoded.
| mpl enenters MUST percent-encode URLs as described in Section 2.1 of
[ RFC3986] .

Thr oughout this docunment, figures may contain spaces and extra line
wrapping to inprove readability and accommpdat e space linitations.
Simlarly, some URIs contai ned within exanpl es have been shortened
for space and readability reasons (as indicated by "...").

1. 3. Definitions

This specification uses the definitions from[RFC7643] and defi nes
the follow ng additional term

Base URl
The SCIM HTTP protocol is described in terms of a path relative to
a Base URI. The Base URI MJST NOT contain a query string, as
clients MAY append additional path information and query
paraneters as part of formng the request. The base URI is a URL
that nost often consists of the "https" protocol schene, a donain
nane, and sone initial path [ RFC3986]. For exanple:

"https://exanple.conscinm"

For readability, all exanples in this docunent assune that the SCI M
service root and the server root are the sane (no path prefix). It
is expected that SCI M servers may be depl oyed using any URI path
prefix. For exanple, a SCIM server might have a prefix of
"https://exanple.com" or "https://exanpl e.com scimtenancypath/".
Additionally, a client MAY apply a version nunber to the server root
prefix (see Section 3.13).
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2.

Aut henti cation and Aut horization

The SCI M protocol is based upon HTTP and does not itself define a
SCl M speci fic scheme for authentication and authorization. SCM
depends on the use of Transport Layer Security (TLS) and/or standard
HTTP aut hentication and authorization schenes as per [RFC7235]. For
exanpl e, the follow ng net hodol ogi es coul d be used, anong ot hers:

TLS dient Authentication
The SCI M service provider MAY request TLS client authentication
(al so known as nutual authentication). See Section 7.3 of
[ RFC5246] .

HOBA Aut henti cati on
HTTP Ori gi n- Bound Aut hentication (HOBA) is a variation on TLS
client authentication and uses a digital-signature-based design
for an HTTP aut hentication nethod (see [ RFC7486]). The design can
al so be used in JavaScri pt-based authenticati on enbedded in HTM.
HOBA is an alternative to HITP authentication schenes that require
passwords and therefore avoids all problens related to passwords,
such as | eakage of server-side password dat abases

Bear er Tokens
Bearer tokens [RFC6750] MAY be used when conbined with TLS and a
token framework such as QAuth 2.0 [RFC6749]. Tokens that are
i ssued based on weak or no authentication of authorizing users
and/or QAuth clients SHOULD NOT be used, unless, for exanple, they
are being used as single-use tokens to pernmit one-time requests
such as anonynous registration (see Section 3.3). For security
consi derations regarding the use of bearer tokens in SCIM see
Section 7.4. \Wile bearer tokens nost often represent an
aut hori zation, it is assumed that the authorization was based upon
a successful authentication of the SCIMclient. Accordingly, the
SCl M servi ce provider nust have a nethod for validating, parsing,
and/ or "introspecting” the bearer token for the rel evant
aut hentication and authorization information. The nethod for this
is assuned to be defined by the token-issuing systemand is beyond
the scope of this specification

PoP Tokens
A proof - of - possessi on (PoP) token denonstrates that the presenter
of the token possesses a particular key and that the recipient can
cryptographically confirm proof of possession of the key by the
presenter. This property is sonetines also described as the
presenter being a hol der of the key. See [QAuth-PoP-Arch] for an
exanpl e of such a token and its use.
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Cooki es
JavaScript clients MAY assert HITP cooki es over TLS that contain
an authentication state that is understood by the SCI M service
provi der (see [RFC6265]). An exanple of this is scenarios where
web-form aut hentication has taken place with the user and HITP
cookies were set representing the authentication state. For the
purposes of SCIM the security considerations in Section 7.4

apply.

Basi ¢ Aut hentication
Usage of basic authentication should be avoided, due to its use of
a single factor that is based upon a relatively static, symetric
secret. Inplenenters SHOULD conbi ne the use of basic
aut hentication with other factors. The security considerations of
HTTP Basic are well docunented in [HTTP-BASI C-AUTH]; therefore
i npl ementers are encouraged to use stronger authentication
met hods. Designating the specific nmethods of authentication and
aut hori zation is out of scope for SCIM however, this infornation
is provided as a resource to inplenenters

As per Section 4.1 of [RFC7235], a SCI M service provider SHALL
i ndi cate supported HTTP aut hentication schenes via the
"WANM Aut hent i cat e” header.

Regar dl ess of net hodol ogy, the SCI M service provider MJST be able to
map the authenticated client to an access control policy in order to
determine the client’s authorization to retrieve and update SCI M
resources. For exanple, while a browser session nay have been

est abli shed via HTTP cookie or TLS client authentication, the unique
client MIUST be mapped to a security subject (e.g., User). The

aut hori zati on nodel and the process by which this is done are beyond
the scope of this specification

When processing requests, the service provider SHOULD consi der the
subj ect perform ng the request and whether or not the action is
appropriate given the subject and the resource affected by the
request. The subject perfornming the request is usually determ ned
directly or indirectly fromthe "Authorization" header present in the
request. For exanple, a subject MAY be permitted to retrieve and
update their own "User" resource but will norrmally have restricted
ability to access resources associated with other Users. [In other
cases, the SCI M service provider nmight only grant access to a

subj ect’s own associated "User" resource (e.g., for the purpose of
updati ng personal contact attributes).
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For illustrative purposes only, SCI M protocol exanples show an
QAut h 2.0 bearer token value [RFC6750] in the authorization
header, e.qg.

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646 HTTP/ 1.1
Host: exanpl e. com
Aut hori zati on: Bearer h480dj s93hd8

This is not intended to inply that bearer tokens are preferred.
However, the use of bearer tokens in the specification does reflect
common i npl enent ati on practice.

2.1. Use of Tokens as Authorizations

When using bearer tokens or PoP tokens that represent an

aut hori zation grant, such as a grant issued by QAuth (see [ RFC6749]),
i npl ement ers SHOULD consi der the type of authorization granted, any
aut hori zed scopes (see Section 3.3 of [RFC6749]), and the security
subj ect (s) that SHOULD be nmapped from the authorizati on when
considering |l ocal access control rules. Section 6 of [RFC7521]
docunments common scenarios for authorization, including:

o Aclient using an assertion to authenticate and/or act on behal f
of itself,

o Aclient acting on behalf of a user, and

0o Aclient acting on behalf of an anonynous user (for exanple, see
Section 2.2).

When using QAut h aut horization tokens, inplenmenters MJST take into
account the threats and counterneasures related to the use of client
aut hori zati ons, as docunented in Section 8 of [RFC7521]. When using
other token formats or frameworks, inplenenters MIUST take into
account simlar threats and counterneasures, especially those
docunented by the rel evant specifications.

2.2. Anonynmous Requests

In sone SCI M deploynents, it MAY be acceptable to pernit

unaut henti cated (anonynous) requests -- for exanple, a user
self-registration request where the service provider chooses to
accept a SCIM Create request (see Section 3.3) from an anonynous
client. See Section 7.6 for security considerations regarding
anonynous requests.
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3. SCI M Protoco
3.1. Background

SCIMis a protocol that is based on HITP [ RFC7230]. Along with HTTP
headers and URl's, SCI M uses JSON [ RFC7159] payl oads to convey SCI M
resources, as well as protocol -specific payl oad nmessages that convey
request paraneters and response information such as errors. Both
resources and nmessages are passed in the form of JSON based
structures in the nmessage body of an HTTP request or response. To
identify this content, SCIMuses a nedia type of
"application/sci mtj son" (see Section 8.1).

A SCIM "resource" is a JSON object [RFC7159] that nmay be created,

mai ntai ned, and retrieved via HITP request nethods as described in
this docunment. Each JSON resource representation contains a
"schemas" attribute that contains a list of one or nore URI s that

i ndicate included SCI M schenas that are used to indicate the
attributes contained within a resource. Specific information about
what attributes are defined within a schema MAY be obtai ned by
querying a SCI M service provider’s "/ Schemas" endpoint for a schema
definition (see Section 8.7 of [RFC7643]). Responses fromthis
endpoi nt descri be the schema supported by a service provider
including attribute characteristics such as cardinality,
case-exactness, mutability, uniqueness, returnability, and whether or
not attributes are required. Wile SCIM schenmas and an associ at ed
ext ensi on nodel are defined in [RFC7643], SCIMclients should expect
that some attribute schema nmay change from service provider to
service provider, particularly across adm nistrative domains. In
cases where SCIM nay be used as an open protocol in front of an
application service, it is quite reasonable to expect that sone
service providers may only support a subset of the schema defined in
[ RFC7643] .

A SCI M nessage conveys protocol paraneters related to a SCl M request
or response; this specification defines these paraneters. As with a
SCI M resource, a SCIM nessage is a JSON object [RFC7159] that
contains a "schemas" attribute with a URI whose nanespace prefix MJST
begin with "urn:ietf:parans:scimapi:". As SCI M protocol nessages
are fixed and defined by SCI M specifications and registered

ext ensi ons, SCI M nessage schemas using the above prefix URN SHALL NOT
be di scoverabl e using the "/ Schenmas" endpoint.

As SCIMis intended for use in cross-domain scenarios where schema
and i npl enentati ons may vary, techniques such as docunent validation
(e.g., [XM.-Schema]) are not recomended. A SCIM service provider
interprets a request in the context of its own schema (which may be
different fromthe client’s schema) and followi ng the defined
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processing rules for each request. The sections that follow define
the processing rules for SCIM and provide all owances for schena

di fferences where appropriate. For exanple, in a SCIM PUT request,
"readOnly" attributes are ignored, while "readWite" attributes are
updated. There is no need for a SCiMclient to discover which
attributes are "readOnly", and the client does not need to renove
themfroma PUT request in order to be accepted. Simlarly, a SCIM
client SHOULD NOT expect a service provider to return SCI Mresources
with exactly the same schema and val ues as subnmitted. SCIMresponses
SHALL reflect resource state as interpreted by the SCI M service
provi der.

3.2. SCI M Endpoints and HTTP Met hods

The SCI M protocol specifies well-known endpoints and HTTP net hods for
managi ng resources defined in the SCIM Core Schema docunent
([RFC7643]); i.e., "User" and "G oup" resources correspond to
"/Users" and "/ G oups", respectively. Service providers that support
ext ended resources SHOULD define resource endpoi nts using the
convention of pluralizing the resource name defined in the extended
schenma, by appending an 's’. Gven that there are cases where
resource pluralization is anbiguous, e.g., a resource naned "Person"
is legitimtely "Persons” and "People”, clients SHOULD di scover
resource endpoints via the "/ ResourceTypes" endpoint.

HTTP  SCI M Usage
Met hod

CET Retrieves one or nore conplete or partial resources.

PCST Dependi ng on the endpoint, creates new resources, creates a
search request, or MAY be used to bul k-nodi fy resources.

PUT Modi fies a resource by replacing existing attributes with a
specified set of replacenent attributes (replace). PUT
MJUST NOT be used to create new resources.

PATCH Mbodifies a resource with a set of client-specified changes
(partial update).

DELETE Del et es a resource.

Table 1: SCI M HTTP Met hods
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Qper ati ons

CET (Section 3.4.1),
POST (Section 3.3),
PUT (Section 3.5.1),

PATCH (Section 3.5.2),

DELETE (Section 3.6)

CET (Section 3.4.1),
POST (Section 3.3),
PUT (Section 3.5.1),

PATCH (Section 3.5.2),

DELETE (Section 3.6)

GET, POST, PUT, PATCH

DELETE (Section 3.11)

CET (Section 4)

CET (Section 4)

CET (Section 4)

POST (Section 3.7)

[prefix]/.search POST (Section 3.4.3)

Tabl e 2: Defined Endpoints

St andards Track

Sept ember 2015
Description
Retrieve, add

nmodi fy Users.

Retrieve, add
nmodi fy G oups.

Alias for operations
agai nst a resource
mapped to an

aut henti cated

subj ect (e.g.

User) .

Retrieve service
provider’s
configuration.

Retrieve supported
resource types.

Retrieve one or nore
supported schenas.

Bul k updates to one
Oor nore resources.

Search from system
root or within a
resource endpoi nt
for one or nore
resource types using
POST.
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Al'l requests to the service provider are nade via HITP nethods as per
Section 4.3 of [RFC7231] on a URL derived fromthe Base URL.
Responses are returned in the body of the HITP response, fornmatted as
JSON. Error status codes SHOULD be transmitted via the HTTP status
code of the response (if possible) and SHOULD al so be specified in
the body of the response (see Section 3.12).

3.3. Creating Resources

To create new resources, clients send HITP POST requests to the
resource endpoint, such as "/Users" or "/ Goups", as defined by the
associ ated resource type endpoi nt discovery (see Section 4).

The server SHALL process attributes according to the follow ng
mutability rules:

o0 In the request body, attributes whose nutability is "readOnly"
(see Sections 2.2 and 7 of [RFC7643]) SHALL be i gnored.

0 Attributes whose nutability is "readWite" (see Section 2.2 of
[ RFC7643]) and that are onitted fromthe request body MAY be
assuned to be not asserted by the client. The service provider
MAY assign a default value to non-asserted attributes in the fina
resource representation

0 Service providers MAY take into account whether or not a client
has access to all of the resource’s attributes when deciding
whet her or not non-asserted attributes should be defaulted.

o Cients that intend to override existing or server-defaulted
val ues for attributes MAY specify "null" for a single-val ued
attribute or an enpty array "[]" for a multi-valued attribute to
clear all val ues.

When the service provider successfully creates the new resource, an
HTTP response SHALL be returned with HTTP status code 201 (Created).
The response body SHOULD contain the service provider’s
representation of the newy created resource. The UR of the created
resource SHALL include, in the HTTP "Location" header and the HTTP
body, a JSON representation [ RFC7159] with the attribute
"nmeta.location”. Since the server is free to alter and/or ignore
PCSTed content, returning the full representation can be useful to
the client, enabling it to correlate the client’s and server’s views
of the new resource
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If the service provider deternines that the creation of the requested
resource conflicts with existing resources (e.g., a "User" resource
with a duplicate "userNanme"), the service provider MJST return HITP
status code 409 (Conflict) with a "scinType" error code of

"uni queness”, as per Section 3.12.

In the followi ng exanple, a client sends a POST request containing a
"User" to the "/Users" endpoint.

POST /Users HITP/ 1.1

Host: exanpl e. com

Accept: application/sci mtj son
Cont ent - Type: application/sci mtj son
Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{
"schemas":["urn:ietf:parans:scimschemas: core: 2.0: User"],
"user Nane": " bj ensen",
"external Id":"bjensen",
"nanme": {
"formatted":"Ms. Barbara J Jensen II1",
"fam | yNane": " Jensen"
"gi venNane": " Bar bar a"
}
}
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In response to the exanpl e request above, the server signals a
successful creation with an HTTP status code 201 (Created) and
returns a representation of the resource created:

HTTP/ 1.1 201 Created
Cont ent - Type: application/sci mtj son
Locati on:
https://exanpl e. com v2/ Users/ 2819¢c223- 7f 76- 453a- 919d- 413861904646
ETag: W "el80ee84f0671b1"

{

"schemas":["urn:ietf:parans:scimschemas: core: 2.0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646"
"external Id":"bjensen",
"meta": {
"resourceType": "User",
"created":"2011-08-01T21: 32: 44. 882Z"
"l ast Modified":"2011-08-01T21: 32: 44. 882Z2"
"l ocation":
"https://exanpl e. com v2/ Users/ 2819¢c223- 7f 76- 453a- 919d- 413861904646"
"version":"W/\"el80ee84f 0671b1\""

I

"nanme": {
"formatted":"Ms. Barbara J Jensen III",
"fam | yNane": " Jensen",
"gi venNane": " Bar bar a"

}

ser Name": " bj ensen”

}
3.3.1. Resource Types

When adding a resource to a specific endpoint, the nmeta attribute
"resourceType" SHALL be set by the HITP service provider to the
correspondi ng resource type for the endpoint. For example, a POST to
the endpoint "/Users" will set "resourceType" to "User", and

"/ Goups" will set "resourceType" to "G oup".

3.4. Retrieving Resources

Resources MAY be retrieved via opaque, unique URLsS or via queries
(see Section 3.4.2). The attributes returned are defined in the
server’'s attribute schema (see Section 8.7 of [RFC7643]) and may be
nmodi fi ed by request paraneters (see Section 3.9). By default,
resource attributes returned in a response are those attributes whose
characteristic "returned" setting is "always" or "default" (see
Section 2.2 of [RFC7643]).
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3.4.1. Retrieving a Known Resource

To retrieve a known resource, clients send GET requests to the
resource endpoint, e.g., "/Users/{id}", "/Goups/{id}", or

"/ Schemas/ {id}", where "{id}" is a resource identifier (for exanple,
the value of the "id" attribute).

If the resource exists, the server responds with HTTP status code 200
(OK) and includes the result in the body of the response.

The exanple below retrieves a single User via the "/Users" endpoint.

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Accept: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

The server responds with:

HTTP/ 1.1 200 OK
Cont ent - Type: application/sci mtj son
Locati on:
htt ps://exanpl e. conl v2/ Users/ 2819c223- 7f 76- 453a- 919d- 413861904646
ETag: W"f250dd84f0671c3"

{

"schemas":["urn:ietf:parans: sci mschemas: core: 2. 0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646"
"external Id":"bjensen",
"meta": {
"resourceType": " User"
"created":"2011-08-01T18: 29: 49. 7932"
"l ast Modi fied":"2011-08-01T18: 29: 49. 793Z"
"l ocation":
"https://exanpl e. conlv2/ Users/2819c223- 7f 76- 453a- 919d- 413861904646"
"version":"W/\"f250dd84f 0671c3\""

1

"nanme": {
"formatted":"Ms. Barbara J Jensen I11"
"fam | yNane": " Jensen",
"gi venNane": " Bar bar a"

b
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"user Nane": " bj ensen",
"phoneNunbers": [

{
"val ue": "555-555-8377"
"type":"work"
1
"email s":
{

"val ue":"bj ensen@xanpl e. cont,
"type":"work"

]
}

3.4.2. (Query Resources

The SCI M protocol defines a standard set of query paraneters that can
be used to filter, sort, and paginate to return zero or nore
resources in a query response. Queries MAY be nmade agai nst a single
resource or a resource type endpoint (e.g., "/Users"), or the service
provi der Base URI. SCI M service providers MAY support additiona
query paraneters not specified here and SHOULD i gnore any query
paraneters they do not recogni ze instead of rejecting the query for
versi oning conpatibility reasons.

Responses MJST be identified using the followi ng UR
"urn:ietf:parans: sci mapi:nmessages: 2. 0: Li st Response”. The foll ow ng
attributes are defined for responses:

total Results The total nunber of results returned by the list or
query operation. The value may be |arger than the nunber of
resources returned, such as when returning a single page (see
Section 3.4.2.4) of results where multiple pages are avail abl e.
REQUI RED.

Resources A nulti-valued list of conplex objects containing the
requested resources. This MAY be a subset of the full set of
resources if pagination (Section 3.4.2.4) is requested. REQU RED
if "total Results" is non-zero

startlndex The 1-based index of the first result in the current set
of list results. REQU RED when partial results are returned due
to pagination.

i temsPer Page The nunber of resources returned in a list response

page. REQUI RED when partial results are returned due to
pagi nati on.
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A query that does not return any nmatches SHALL return success (HTTP
status code 200) with "total Results" set to a value of O.

The exanpl e query bel ow requests the userNane for all Users:
GET /Users?attri butes=user Name

Host: exanpl e.com

Accept: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

The following is an exanpl e response to the query above:

HTTP/ 1.1 200 K
Cont ent - Type: application/sci mtj son

{
"schemas":["urn:ietf:parans: scimapi:nmessages: 2. 0: Li st Response"],
"total Results": 2,
"Resources": |
{
"id":"2819c223-7f 76- 453a- 919d- 413861904646",
"user Nane": " bj ensen"
%!
"id":"c75ad752- 64ae- 4823- 840d- f f a80929976¢",
"userNanme":"jsmth"
}
]
}
Note that in the above exanple, "id" is returned because the "id"

attribute has the "returned" characteristic of "always".
3.4.2.1. Query Endpoints

Queries MAY be perforned agai nst a SCl Mresource object, a resource
type endpoint, or a SCIM server root. For exanple:

"/Users/{id}"
"/ Users"

"/ Groups"
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A query against a server root indicates that all resources within the
server SHALL be included, subject to filtering. A filter expression
usi ng "neta.resourceType" MAY be used to restrict results to one or
nmore specific resource types (to exclude others). For exanple:

filter=(neta.resourceType eq User) or (neta.resourceType eq G oup)

If a SCI M service provider determ nes that too many results would be
returned (e.g., because a client queried a resource type endpoint or
the server base URI), the server SHALL reject the request by
returning an HITP response with HTTP status code 400 (Bad Request)
and JSON attribute "scinfype" set to "tooMany" (see Table 9).

When processing query operations using endpoints that include nore
than one SCl M resource type (e.g., a query fromthe server root
endpoint), filters MJST be processed as outlined in Section 3.4.2.2.
For filtered attributes that are not part of a particular resource
type, the service provider SHALL treat the attribute as if there is
no attribute value. For exanple, a presence or equality filter for
an undefined attribute evaluates to fal se.

3.4.2.2. Filtering

Filtering is an OPTIONAL paraneter for SCl M service providers.
Cients MAY di scover service provider filter capabilities by |ooking
at the "filter" attribute of the "ServiceProviderConfig" endpoint
(see Section 4). Cients MAY request a subset of resources by
specifying the "filter" query paraneter containing a filter
expression. Wen specified, only those resources matching the filter
expression SHALL be returned. The expression | anguage that is used
with the filter paraneter supports references to attributes and
literals.

Attribute names and attribute operators used in filters are case
insensitive. For exanmple, the follow ng two expressions wll
eval uate to the sane | ogical val ue:

filter=userNane Eq "john"

filter=Usernanme eq "john"

The filter paraneter MJST contain at |east one valid expression (see
Table 3). Each expression MJST contain an attribute nane foll owed by
an attribute operator and optional value. Miltiple expressions MAY

be conbi ned using | ogical operators (see Table 4). Expressions NAY
be grouped together using round brackets "(" and ")" (see Table 5).
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The operators supported in the expression are listed in Table 3.

The attribute and operator val ues nust
be identical for a match.

The actual conparison is dependent on
the attribute type. For string
attribute types, this is a

| exi cographi cal conparison, and for
DateTime types, it is a chronol ogica
conmparison. For integer attributes, it
is a conparison by nuneric val ue.

Bool ean and Binary attributes SHALL
cause a failed response (HTTP status
code 400) with "scinType" of
"invalidFilter".

| | | |
| | | |
| | | |
| ne | not equal | The attribute and operator values are

| | | not identical. |
| | | |
| co | contains | The entire operator value nust be a |
| | | substring of the attribute value for a

| | | match. |
| | | |
| sw | starts with | The entire operator value nust be a |
| | | substring of the attribute val ue, |
| | | starting at the beginning of the |
| | | attribute value. This criterionis |
| | | satisfied if the two strings are |
| | | identical. |
| | | |
| ew | ends with | The entire operator value nust be a |
| | | substring of the attribute val ue, |
| | | matching at the end of the attribute

| | | value. This criterion is satisfied if |
| | | the two strings are identical. |
| | | |
| pr | present | I'f the attribute has a non-enpty or |
| | (has value) | non-null value, or if it contains a

| | | non-enpty node for conplex attributes,

| | | there is a natch. |
| | | |
| gt | greater | I'f the attribute value is greater than |
| | than | the operator value, there is a match. |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
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greater
than or
equal to

If the attribute value is greater than
or equal to the operator value, there is
a match. The actual conparison is
dependent on the attribute type. For
string attribute types, this is a

| exi cographi cal conparison, and for
DateTime types, it is a chronol ogica
conparison. For integer attributes, it
is a conparison by numeric val ue.

Bool ean and Binary attributes SHALL
cause a failed response (HITP status
code 400) with "scimlype" of
"invalidFilter".

|
|
|
|
|
|
|
|
|
|
|
|
I
| ess than If the attribute value is less than the
operator value, there is a match. The
actual conparison is dependent on the
attribute type. For string attribute
types, this is a |exicographical
conpari son, and for DateTinme types, it |
is a chronol ogi cal conparison. For |
integer attributes, it is a conparison
by nuneric value. Boolean and Binary
attributes SHALL cause a failed response
(HTTP status code 400) with "scinfype"
of "invalidFilter".
|
|
|
|
|
|
|
|
|
|
|
|
|
|

If the attribute value is |l ess than or
equal to the operator value, there is a
mat ch. The actual conparison is
dependent on the attribute type. For
string attribute types, this is a

| exi cographi cal conparison, and for
DateTime types, it is a chronol ogica
conmparison. For integer attributes, it
is a conparison by nuneric val ue.

Bool ean and Binary attributes SHALL
cause a failed response (HTTP status
code 400) with "scinType" of
"invalidFilter".

| ess than
or equal to

Table 3: Attribute Operators
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B T o m o e e e e e e e e e e e e e e e e e emee s +

| Operator | Description | Behavior |

[ T B o m e e e e e e e e e e e e e e eme o +

| and | Logi cal | The filter is only a match if both |

| | "and" | expressions evaluate to true. |

| | | |

| or | Logi cal | The filter is a match if either |

| | "or" | expression evaluates to true. |

| | | |

| not | "Not" | The filter is a match if the expression

| | function | evaluates to false. |

Fomm e - S o e e e e e e e e e e e e e e e e e e oo +
Tabl e 4: Logi cal Operators

Fom e e - B S o e e e e e e e e e e e e e e e e e e e e +

| Operator | Description | Behavior

B T o m o e e e e e e e e e e e e e e e e e emee s +

| () | Precedence | Bool ean expressions MAY be grouped using

| | grouping | parentheses to change the standard order

| | | of operations, i.e., to evaluate |ogical

| | | "or" operators before |ogical "and" |

| | | operators. |

| | | |

| [ 1] | Conpl ex | Service providers MAY support conpl ex

| | attribute | filters where expressions MJST be |

| | filter | applied to the same val ue of a parent

| | grouping | attribute specified imedi ately before

| | | the left square bracket ("["). The |

| | | expression within square brackets ("["

| | | and "]") MJST be a valid filter |

| | | expression based upon sub-attributes of

| | | the parent attribute. Nested |

| | | expressions MAY be used. See exanples

| | | bel ow. |

B T o m o e e e e e e e e e e e e e e e e e emee s +

Tabl e 5: G ouping Operators
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SCIMfilters MUST conformto the foll owing ABNF [ RFC5234] rul es as
speci fi ed bel ow

FI LTER = attrExp / logExp / valuePath / *1"not" "(" FILTER ")"

val uePat h attrPath "[" valFilter "]"

; FILTER uses sub-attributes of a parent attrPath

valFilter = attrExp / logExp / *1"not" "(" valFilter ")"
attrExp = (attrPath SP "pr") /
(attrPath SP conpareQp SP conpVal ue)
| ogExp = FILTER SP ("and" / "or") SP FILTER
compValue = false / null / true / nunber / string
; rules fromJSON (RFC 7159)
compareQp = "eq" / "ne" |/ "co" [/
"sw' [ "ew' [/
n gt n / III tll /
"ge" [ "le"
attrPath = [UR ":"] ATTRNAME *1subAttr
; SCIM attribute nane
;7 URI is SCIM "schema" URI
ATTRNAME = ALPHA *(nanmeChar)
nameChar = "-" /[ " " [/ DIGT / ALPHA
SubAttr = "." ATTRNAME

; a sub-attribute of a conplex attribute
Figure 1: ABNF Specification of SCCMFilters
In the above ABNF rules, the "conpVal ue" (conparison value) rule is
built on JSON Data Interchange format ABNF rules as specified in

[RFC7159], "DIA T" and "ALPHA' are defined per Appendix B.1 of
[ RFC5234], and "URI" is defined per Appendi x A of [RFC3986].
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Filters MUST be eval uated using the follow ng order of operations, in
order of precedence:

1. Gouping operators

2. Logical operators - where "not" takes precedence over "and"

whi ch takes precedence over "or"
3. Attribute operators

If the specified attribute in a filter expression is a nulti-val ued
attribute, the filter nmatches if any of the values of the specified
attribute match the specified criterion; e.g., if a User has nultiple
"emai |l s" values, only one has to match for the entire User to match.
For complex attributes, a fully qualified sub-attribute MJST be

speci fied using standard attribute notation (Section 3.10). For
exanple, to filter by userNanme, the paraneter value is "userNane".

To filter by first nane, the paraneter value is "nane.gi venNane".

When applying a conparison (e.g., "eq") or presence filter (e.g.
"pr*) to a defaulted attribute, the service provider SHALL use the
val ue that was returned to the client that |ast created or nodified
the attribute.

Provi ders MAY support additional filter operations if they choose.
Providers MJUST decline to filter results if the specified filter
operation is not recogni zed and return an HTTP 400 error with a

"sci nType" error of "invalidFilter" and an appropriate human-readabl e
response as per Section 3.12. For exanple, if a client specified an
unsupported operator naned 'regex’, the service provider should
specify an error response description identifying the client error
e.g., 'The operator 'regex’ is not supported.’

When conparing attributes of type String, the case sensitivity for
String type attributes SHALL be determined by the attribute’s
"caseExact" characteristic (see Section 2.2 of [RFC7643]).

Cients MAY query by schena or schena extensions by using a filter
expression including the "schenas" attribute (as shown in Figure 2).
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The following are exanples of valid filters. Sone attributes (e.g.
roons and roons. nunber) are hypothetical extensions and are not part
of the SCIM core schena:
filter=userNanme eq "bjensen”
filter=nanme.fani | yNane co "O Ml | ey"
filter=userNane sw "J"
filter=urn:ietf:paranms:sci mschenmas: core: 2.0: User: user Name sw "J"
filter=title pr
filter=nmeta.lastMdified gt "2011-05-13T04: 42: 347"
filter=nmeta.l astMbdified ge "2011-05-13T04: 42: 347"
filter=nmeta.lastMdified |t "2011-05-13T04: 42: 342"
filter=nmeta.lastModified |l e "2011-05-13T04: 42: 347"
filter=title pr and userType eq "Enpl oyee"

filter=title pr or userType eq "Intern"

filter=
schemas eq "urn:ietf:parans: sci mschemas: ext ensi on: enterprise: 2. 0: User"

filter=userType eq "Enpl oyee" and (enmils co "exanple.cont or
emai | s. val ue co "exanpl e. org")

filter=user Type ne "Enpl oyee" and not (enmils co "exanple.com or
emai | s. val ue co "exanpl e. org")

filter=userType eq "Enpl oyee" and (enmils.type eq "work")

filter=userType eq "Enpl oyee" and enmil s[type eq "work" and
val ue co " @xanpl e. cont']

filter=email s[type eq "work" and val ue co " @xanpl e.conf'] or
ims[type eq "xnmpp" and val ue co " @ oo. coni']

Figure 2: Exanple Filters
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3.4.2.3. Sorting

Sort is OPTIONAL. dients MAY di scover sort capability by I ooking at
the "sort" attribute of the service provider configuration (see
Section 4). Sorting allows clients to specify the order in which
resources are returned by specifying a conbination of "sortBy" and
"sortOrder" URL paraneters.

sortBy The "sortBy" paranmeter specifies the attribute whose val ue
SHALL be used to order the returned responses. |If the "sortBy"
attribute corresponds to a singular attribute, resources are
sorted according to that attribute’'s value; if it’'s a nulti-val ued
attribute, resources are sorted by the value of the prinary
attribute (see Section 2.4 of [RFC7643]), if any, or else the

first value in the list, if any. |If the attribute is conplex, the
attribute nane nust be a path to a sub-attribute in standard
attribute notation (Section 3.10), e.g., "sortBy=nane.gi venNane".

For all attribute types, if there is no data for the specified
"sortBy" value, they are sorted via the "sortOrder" paraneter,
i.e., they are ordered last if ascending and first if descending.

sortOrder The order in which the "sortBy" paraneter is applied.
Al'l oned val ues are "ascendi ng" and "descending”. |If a value for
"sortBy" is provided and no "sortOrder" is specified, "sortOrder”
SHALL default to ascending. String type attributes are case
i nsensitive by default, unless the attribute type is defined as a
case-exact string. "sortOrder" MJST sort according to the
attribute type; i.e., for case-insensitive attributes, sort the
result using case-insensitive Unicode al phabetic sort order wth
no specific locale inplied, and for case-exact attribute types,
sort the result using case-sensitive Unicode al phabetic sort
order.

3.4.2.4. Pagination

Pagi nati on paraneters can be used together to "page through" |arge
nunmbers of resources so as not to overwhelmthe client or service
provider. Because pagination is not stateful, clients MJST be
prepared to handl e inconsistent results. For exanple, a request for
a list of 10 resources beginning with a startlndex of 1 MAY return
different results when repeated, since resources on the service
provi der may have changed between requests. Pagination paraneters
and general behavior are derived fromthe QpenSearch Protoco

[ OpenSear ch] .
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Tabl e 6 describes the URL pagi nati on paraneters.

startlndex | The 1-based index of the
first query result. A
val ue less than 1 SHALL be
interpreted as 1.

| | |
| | | |
| | | |
| | | |
| | | |
| count | Non-negative integer. | None. Wen specified,

| | Specifies the desired | the service provider

| | maxi mum nunber of query | MJUST NOT return nore |
| | results per page, e.g., | results than specified,

| | 10. A negative val ue | although it MAY return

| | SHALL be interpreted as | fewer results. |If

| | "0". A value of "O0O" | unspecified, the |
| | indicates that no resource | maxi mum nunber of

| | results are to be returned | results is set by the

| | except for "total Results". | service provider. |
TR o m e e e e e e e e o +

Tabl e 6: Pagi nati on Request Paraneters

Tabl e 7 describes the query response pagination attributes specified
by the service provider.

i t enmsPer Page Non- negative integer. Specifies the nunber of
query results returned in a query response page,

e.g., 10.

of results matching the client query, e.g., 1000.

The 1-based index of the first result in the
current set of query results, e.g., 1.

| | |
| | |
| | |
| | |
| total Results | Non-negative integer. Specifies the total nunber

| | |
| | |
| startl ndex | |
| | |

Tabl e 7: Pagi nati on Response El enents
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For exanple, to retrieve the first 10 Users, set the startlindex to 1
and the count to 10:

CET / Users?startl|ndex=1&count =10
Host: exanpl e. com

Accept: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

The response to the query above returns netadata regardi ng pagi ng
simlar to the foll owing exanple (actual resources renoved for
brevity):

{
"total Results": 100
"itensPer Page": 10,
"startl ndex": 1,
"schemas":["urn:ietf:parans: scimapi:nmessages: 2. 0: Li st Response"],
"Resources": [{
H
}

Fi gure 3: ListResponse Format for Returning Miltiple Resources

G ven the exanpl e above, to continue paging, set the startindex to 11
and re-fetch, i.e., /Users?startl|ndex=11&count =10.

3.4.2.5. Attributes

The following attributes control which attributes SHALL be returned
with a returned resource. SCIMclients MAY use one of these two
OPTI ONAL par aneters, whi ch MIST be supported by SCl M service

provi ders:

attributes A nulti-valued list of strings indicating the names of
resource attributes to return in the response, overriding the set
of attributes that would be returned by default. Attribute nanes
MUST be in standard attribute notation (Section 3.10) form See
Section 3.9 for additional retrieval query paraneters.

excludedAttributes A nulti-valued list of strings indicating the
names of resource attributes to be renoved fromthe default set of
attributes to return. This paraneter SHALL have no effect on
attributes whose schenma "returned" setting is "always" (see
Sections 2.2 and 7 of [RFC7643]). Attribute names MJST be in
standard attribute notation (Section 3.10) form See Section 3.9
for additional retrieval query paraneters.
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3.4.3. Querying Resources Using HTITP POST

Cients MAY execute queries w thout passing paraneters on the URL by

using the HTTP POST verb conbined with the "/.search" path extension

The inclusion of "/.search" on the end of a valid SCI M endpoi nt SHALL
be used to indicate that the HITP POST verb is intended to be a query
operation.

To create a new query result set, a SCIMclient sends an HTTP POST
request to the desired SCI M resource endpoint (ending in "/.search").
The body of the POST request MAY include any of the paraneters
defined in Section 3.4.2.

Query requests MJST be identified using the follow ng URI
"urn:ietf:parans: sci mapi:nessages: 2. 0: SearchRequest"”. The foll owi ng
attributes are defined for query requests:

attributes A nulti-valued list of strings indicating the nanmes of
resource attributes to return in the response, overriding the set
of attributes that would be returned by default. Attribute nanes
MUST be in standard attribute notation (Section 3.10) form See
Section 3.9 for additional retrieval query paraneters. OPTI ONAL.

excludedAttributes A nulti-valued list of strings indicating the
names of resource attributes to be renoved fromthe default set of
attributes to return. This paraneter SHALL have no effect on
attributes whose scherma "returned" setting is "always" (see
Sections 2.2 and 7 of [RFC7643]). Attribute names MJST be in
standard attribute notation (Section 3.10) form See Section 3.9
for additional retrieval query paraneters. OPTI ONAL.

filter The filter string used to request a subset of resources. The
filter string MUST be a valid filter (Section 3.4.2.2) expression
OPTI ONAL.

sortBy A string indicating the attribute whose val ue SHALL be used
to order the returned responses. The "sortBy" attribute MJST be
in standard attribute notation (Section 3.10) form See
Section 3.4.2.3. OPTI ONAL.

sortOrder A string indicating the order in which the "sortBy"

paraneter is applied. Allowed values are "ascendi ng" and
"descending". See Section 3.4.2.3. OPTI ONAL.
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startlndex An integer indicating the 1-based index of the first
query result. See Section 3.4.2.4. OPTI ONAL.

count An integer indicating the desired maxi mum nunber of query
results per page. See Section 3.4.2.4. OPTI ONAL.

After receiving an HITP PCOST request, a response is returned as
specified in Section 3.4.2.

The followi ng exanpl e shows an HTTP POST Query request with search
paraneters "attributes", "filter", and "count"” included:

POST /. search

Host: exanpl e.com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son
Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{
"schemas": ["urn:ietf:parans:scimapi:nessages: 2. 0: Sear chRequest "],
"attributes": ["displayNane", "userNanme"],
"filter™:
"di spl ayNanme sw \"smth\"",
"startlndex": 1,
"count": 10
}

Fi gure 4: Exanpl e POST Query Request
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The exanpl e bel ow shows a query response with the first page of
results. For brevity, only two nmatches are shown: one User and
one G oup.

HTTP/ 1.1 200 K
Cont ent - Type: application/sci mtj son
Location: https://exanpl e.com . search

{
"schemas": ["urn:ietf:paranms:scimapi:nessages: 2. 0: Li st Response"],
"total Results": 100
"it ensPer Page": 10,
"startlndex":1,
"Resources": [
{
"id":"2819c223-7f 76- 413861904646"
"user Nanme":"jsmth"
"di spl ayNane":"Sm th, Janes"
%,
"id":"c8596b90- 7539- 4f 20968d1908"
"di spl ayName":"Smth Fam|y"
I
]
}

Fi gure 5: Exanpl e POST Query Response
3.5. Modifying Resources

Resources can be nodified in whole or in part using HTTP PUT or HTTP
PATCH, respectively. |nplenmenters MJST support HTTP PUT as specified
in Section 4.3 of [RFC7231]. Resources such as Goups may be very

| arge; hence, inplenmenters SHOULD support HITP PATCH [ RFC5789] to
enabl e partial resource nodifications. Service provider support for
HTTP PATCH may be di scovered by querying the service provider
configuration (see Section 4).
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3.5.1. Replacing with PUT

HTTP PUT is used to replace a resource’s attributes. For exanple,
clients that have previously retrieved the entire resource in advance
and revised it MAY replace the resource using an HITP PUT. Because
SClM resource identifiers are assigned by the service provider, HITP
PUT MJUST NOT be used to create new resources.

As the operation’s intent is to replace all attributes, SCIMclients
MAY send all attributes, regardl ess of each attribute’s nmutability.

The server will apply attribute-by-attribute replacenents according
to the following attribute nutability rules:

readWite, witeOnly Any values provided SHALL repl ace the existing
attribute val ues

Attributes whose nmutability is "readWite" that are onmitted from
the request body MAY be assuned to be not asserted by the client.
The service provider MAY assune that any existing values are to be
cleared, or the service provider MAY assign a default value to the
final resource representation. Service providers MAY take into
account whether or not a client has access to, or understands, all
of the resource’s attributes when deci di ng whet her non-asserted
attributes SHALL be renpved or defaulted. Clients that want to
override a server’'s defaults MAY specify "null" for a
single-valued attribute, or an enpty array "[]" for a nulti-val ued
attribute, to clear all val ues

imutable If one or nore values are already set for the attribute,
the input value(s) MJUST match, or HTTP status code 400 SHOULD be

returned with a "scinfType" error code of "nutability". |If the
service provider has no existing values, the new val ue(s) SHALL be
appl i ed.

readOnly Any val ues provided SHALL be i gnored.

If an attribute is "required", clients MJIST specify the attribute in
the PUT request.
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Unl ess ot herwi se specified, a successful PUT operation returns a 200
K response code and the entire resource within the response body,
enabling the client to correlate the client’s and the service
provider’s views of the updated resource. For exanple:

PUT / Users/2819c¢223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":["urn:ietf:parans:scimschemas: core: 2.0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646" ,
"user Nane": " bj ensen”,
"external Id":"bjensen",
"nanme": {
"formatted":"Ms. Barbara J Jensen I11",
"fam | yNane": " Jensen",
"gi venNane": " Bar bar a",
"m ddl eNane": " Jane"
}
"roles":[],
"email s": [
{
"val ue":"bj ensen@xanpl e. cont
1
{
"val ue": "babs@ ensen. org"
}
]
}
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The service responds with the entire updated User:

HTTP/ 1.1 200 OK
Cont ent - Type: application/sci mtj son
ETag: W "b431laf 54f 0671a2"
Locati on:
"https://exanpl e. com v2/ Users/ 2819¢c223- 7f 76- 453a- 919d- 413861904646"

{
"schemas":["urn:ietf:parans: scimschemas: core: 2. 0: User"],
"id":"2819c223-7f 76- 453a- 919d- 413861904646",
"user Nane": " bj ensen",
"external Id":"bjensen",
"nanme": {
"formatted":"Ms. Barbara J Jensen I11",
"fam | yNane": " Jensen",
"gi venNane": " Bar bar a",
"m ddl eNane": " Jane"
1
"email s":
{
"val ue": " bj ensen@xanpl e. cont
}
{
"val ue": "babs@ ensen. or g"
}
"nmeta": {

"resourceType": "User",
"created":"2011-08-08T04: 56: 227",
"l ast Modi fied":"2011- 08-08T08: 00: 127",
"l ocation":

"https://exanpl e. com v2/ User s/ 2819¢223- 7f 76- 453a- 919d- 413861904646" ,
"version":"W/\"b431laf 54f 0671a2\""

}
}

3.5.2. Modifying with PATCH

HTTP PATCH is an OPTI ONAL server function that enables clients to
update one or nore attributes of a SClMresource using a sequence of
operations to "add", "renove", or "replace" values. dients may

di scover service provider support for PATCH by querying the service
provi der configuration (see Section 4).
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The general formof the SCIM PATCH request is based on JSON Patch

[ RFC6902]. One difference between SCI M PATCH and JSON Patch is that
SCl M servers do not support array indexing and do not support

[ RFC6902] operation types relating to array el enent nani pul ati on,
such as "nove".

The body of each request MJST contain the "schemas" attribute with
the URI value of "urn:ietf:parans:scimapi:nmessages: 2.0: PatchOp".

The body of an HTTP PATCH request MJUST contain the attribute
"Operations", whose value is an array of one or nore PATCH
operations. Each PATCH operation object MJST have exactly one "op"
menber, whose val ue indicates the operation to performand MAY be one
of "add", "renove", or "replace". The semantics of each operation
are defined in the followi ng subsections.

The following is an exanple representati on of a PATCH request show ng
the basic JSON structure (non-normative):

{ "schemas":
["urn:ietf:parans: sci mapi: nmessages: 2. 0: PatchOp"],
"Operations":|

"op":"add",
"pat h": " nmenbers",
"val ue": [

"di splay": "Babs Jensen",
"$refr:
"https://exanpl e. com v2/ Users/ 2819¢c223...413861904646",
"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646"
}
]
b

+ additional operations if needed ...

Fi gure 6: Exanple JSON Body for SCI M PATCH Request
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The "path" attribute value is a String containing an attribute path
describing the target of the operation. The "path" attribute is
OPTI ONAL for "add" and "replace" and is REQU RED for "renove"
operations. See relevant operation sections below for details.

The "path" attribute is described by the follow ng ABNF syntax rule:
PATH = attrPath / val uePath [subAttr]
Figure 7: SCI M PATCH PATH Rul e

The ABNF rules "attrPath", "valuePath", and "subAttr" are defined in
Section 3.4.2.2. The "valuePath" rule allows specific values of a
complex multi-valued attribute to be sel ected.

Valid exanpl es of "path" are as foll ows:
"pat h": " nmenbers"”
"pat h": " name. fam | yNane"
"path":"addresses[type eq \"work\"]"

"pat h": " nenber s[ val ue eq
\"2819c223- 7f 76- 453a- 919d- 413861904646\ "] "

"pat h": " menber s[ val ue eq
\"2819c223- 7f 76- 453a- 919d- 413861904646\ "] . di spl ayNane"

Fi gure 8: Exanple Path Val ues

Each operation against an attribute MJST be conpatible with the
attribute’s nutability and schema as defined in Sections 2.2 and 2.3
of [RFC7643]. For exanple, a client MJST NOT nodify an attribute
that has nmutability "readOnly” or "imutable". However, a client MAY
"add" a value to an "immutable" attribute if the attribute had no
previous value. An operation that is not conpatible with an
attribute’s nmutability or schema SHALL return the appropriate HTTP
response status code and a JSON detail error response as defined in
Section 3.12.

The attribute notation rules described in Section 3.10 apply for
describing attribute paths. For all operations, the value of the
"schemas" attribute on the SCIM service provider’s representation of
the resource SHALL be assunmed by default. |If one of the PATCH
operations nodifies the "schemas" attribute, subsequent operations
SHALL assume the nodified state of the "schemas"” attribute. dients
MAY inplicitly nodify the "schemas" attribute by adding (or
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replacing) an attribute with its fully qualified name, including
schena URN. For exanple, adding the attribute "urn:ietf:parans:scim
schemas: ext ensi on: enterprise: 2. 0: User: enpl oyeeNunber"” autonatically
adds the val ue
"urn:ietf:parans: sci mschenmas: extension:enterprise:2.0:User" to the
resource’s "schenmas" attribute.

Each PATCH operation represents a single action to be applied to the
sanme SClMresource specified by the request URI. Operations are
applied sequentially in the order they appear in the array. Each
operation in the sequence is applied to the target resource; the
resulting resource becones the target of the next operation

Eval uation continues until all operations are successfully applied or
until an error condition is encountered.

For multi-valued attributes, a PATCH operation that sets a value's
"primary" sub-attribute to "true" SHALL cause the server to
automatically set "primary" to "false" for any other values in the
array.

A PATCH request, regardl ess of the nunber of operations, SHALL be
treated as atonmic. |If a single operation encounters an error
condition, the original SCIMresource MIST be restored, and a failure
status SHALL be returned.

If a request fails, the server SHALL return an HTTP response status
code and a JSON detail error response as defined in Section 3.12.

On successful conpletion, the server either MIST return a 200 K
response code and the entire resource within the response body,
subject to the "attributes" query paraneter (see Section 3.9), or MNAY
return HTTP status code 204 (No Content) and the appropriate response
headers for a successful PATCH request. The server MJST return a 200
K if the "attributes" paraneter is specified in the request.
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3.5.2.1. Add Operation

The "add" operation is used to add a new attribute value to an
exi sting resource.

The operation MJIST contain a "val ue" nenber whose content specifies
the value to be added. The value MAY be a quoted value, or it may be
a JSON object containing the sub-attributes of the conplex attribute
specified in the operation’s "path".

The result of the add operation depends upon what the target |ocation
i ndi cated by "path" references:

o If omtted, the target location is assumed to be the resource
itself. The "value" paranmeter contains a set of attributes to be
added to the resource.

o If the target location does not exist, the attribute and value are
added.

o If the target location specifies a conplex attribute, a set of
sub-attributes SHALL be specified in the "val ue" paraneter.

o If the target location specifies a nulti-valued attribute, a new
value is added to the attribute.

o If the target |ocation specifies a single-valued attribute, the
exi sting value is replaced.

o If the target location specifies an attribute that does not exist
(has no value), the attribute is added with the new val ue.

o If the target location exists, the value is replaced.

o If the target location already contains the val ue specified, no
changes SHOULD be nmde to the resource, and a success response
SHOULD be returned. Unless other operations change the resource,
this operation SHALL NOT change the nodify tinestanp of the
resource.
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The foll owi ng exanpl e shows how to add a nenber to a group. Sone
text was renoved for readability (indicated by "..."):

PATCH / Gr oups/ acbf 3ae7- 8463-. . . - 9b4da3f 908ce
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{ "schemas":
["urn:ietf:parans:sci mapi:nessages: 2. 0: Pat chOp"],
"Operations":|

{
n OplI : n a.ddll ,
"pat h": " menbers",
"val ue": [

"di splay": "Babs Jensen",
"$ref":

"https://exanpl e. com v2/ Users/ 2819¢223...413861904646",
"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646"
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If the user was already a nenber of this group, no changes shoul d be
made to the resource, and a success response shoul d be returned.

The server responds with either the entire updated G oup or no
response body:

HTTP/ 1.1 204 No Content

Aut hori zati on: Bearer h480dj s93hd8

ETag: W "b43laf 54f 0671a2"

Locati on:

"https://exanpl e. com G oups/ acbf 3ae7-8463-...-9b4da3f 908ce"

The foll owi ng exanpl e shows how to add one or nore attributes to a
User resource wthout using a "path" attribute.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/sci mtjson

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchOp"],
"Operations":[{
"op":"add",
"val ue": {
"email s": [
{
"val ue": "babs@ ensen. org",
"type":"hone"
}
1,
"ni cknane": " Babs"
}H
}
In the above exanple, an additional value is added to the
mul ti-valued attribute "emails". The second attribute, "nicknane"
is added to the User resource. |If the resource already had an

exi sting "ni ckname", the value is replaced per the processing rules
above for single-valued attributes.
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3.5.2.2. Renobve Operation

The "renove" operation renoves the value at the target |ocation
specified by the required attribute "path". The operation perforns
the follow ng functions, depending on the target |ocation specified
by "path":

o If "path" is unspecified, the operation fails with HTTP status
code 400 and a "sci mlype" error code of "noTarget".

o If the target location is a single-value attribute, the attribute
and its associated value is renpved, and the attribute SHALL be
consi dered unassi gned.

o If the target location is a multi-valued attribute and no filter
is specified, the attribute and all values are renoved, and the
attribute SHALL be consi dered unassi gned.

o If the target location is a nulti-valued attribute and a conpl ex
filter is specified conparing a "value", the values nmatched by the
filter are removed. |If no other values remain after renoval of
the selected values, the nulti-valued attribute SHALL be
consi dered unassi gned.

o If the target location is a conplex nmulti-valued attribute and a
complex filter is specified based on the attribute’s
sub-attributes, the matching records are renoved. Sub-attributes
whose val ues have been renoved SHALL be consi dered unassigned. |f
the conplex multi-valued attribute has no remaining records, the
attribute SHALL be consi dered unassi gned.

If an attribute is renpved or becones unassigned and is defined as a
required attribute or a read-only attribute, the server SHALL return
an HTTP response status code and a JSON detail error response as
defined in Section 3.12, with a "scinflype" error code of
"mutability".

The foll owi ng exanpl e shows how to renove a nenber froma group. As
with the previous exanple, the "display" sub-attribute is optional

If the user was not a menber of this group, no changes should be nade
to the resource, and a success response should be returned.

Not e that server responses have been onitted for the rest of the
PATCH exanpl es.
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Renmove a single nenber froma group. Some text was renoved for
readability (indicated by "..."):

PATCH / Gr oups/ acbf 3ae7- 8463-. . . - 9b4da3f 908ce
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schenmas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchQp"],
"Operations":[{
"op":"renove",
"pat h": " menbers[val ue eq \"2819c223-7f 76-...413861904646\"]"
}H
}

Renmove all menbers of a group:

PATCH / Gr oups/ acbf 3ae7- 8463-. . . - 9b4da3f 908ce
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{ "schemas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchOp"],
"Operations":[{
"op":"renove", "pat h": " nenbers"
}H
}

Renoval of a value froma conplex nulti-valued attribute (request
headers renoved for brevity):

{
"schemas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: Pat chOp"],
"Operations": [{
"op":"renove",
"path":"email s[type eq \"work\" and val ue ew \"exanple.com"]"
}H
}
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Exanpl e request to renove and add a nenber. Sone text was renoved
for readability (indicated by "..."):

PATCH / Gr oups/ acbf 3ae7- 8463-. . . - 9b4da3f 908ce
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{ "schemas":
["urn:ietf:parans:sci mapi:nessages: 2. 0: Pat chOp"],
"Operations": [

n OplI : n r. erT.Dvell ,
"pat h":
"menber s[val ue eq\"2819c223...919d-413861904646\"]"

"op":"add",
"pat h": " menbers",
"value": [

"di splay": "Janes Smith",
"Sref":

"https://exanpl e. com v2/ User s/ 08e1d05d. . . 473d93df 9210",
"val ue": "08eld05d. ..473d93df 9210"
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The foll owi ng exanpl e shows how to replace all of the nmenbers of a

group with a different menbers list. Sonme text was renoved for
readability (indicated by "..."):

PATCH / Gr oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e.com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{

"schemas":
["urn:ietf:parans:scimapi:nessages: 2.0: PatchQp"],
"Operations": [

{
"op":"renove", "pat h": " nenbers”
¥
{
"op":"add",
"pat h": " menbers",
"val ue": |
"di splay": "Babs Jensen",
"Sref":

"https://exanpl e. com v2/ Users/ 2819¢223...413861904646",
"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646"
}i
{

"display": "Janes Smith",
"Sref":
"https://exanpl e. com v2/ User s/ 08e1d05d. . . 473d93df 9210",
"val ue": "08eld05d-121c-4561- 8b96-473d93df 9210"
}H

}
]
}
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3.5.2.3. Replace Qperation

The "repl ace" operation replaces the value at the target |ocation
specified by the "path". The operation perforns the foll ow ng
functions, depending on the target |ocation specified by "path"

o If the "path" paraneter is onmtted, the target is assunmed to be
the resource itself. 1In this case, the "value" attribute SHALL
contain a list of one or nore attributes that are to be repl aced.

o If the target location is a single-value attribute, the attributes
val ue is repl aced.

o If the target location is a nmulti-valued attribute and no filter
is specified, the attribute and all values are repl aced.

o If the target location path specifies an attribute that does not
exi st, the service provider SHALL treat the operation as an "add"

o If the target |ocation specifies a conplex attribute, a set of
sub-attributes SHALL be specified in the "value" paraneter, which
repl aces any existing values or adds where an attribute did not
previously exist. Sub-attributes that are not specified in the
"val ue" paraneter are | eft unchanged.

o If the target location is a nulti-valued attribute and a val ue
selection ("valuePath") filter is specified that matches one or
nmore values of the multi-valued attribute, then all matching
record val ues SHALL be repl aced.

o If the target location is a conplex nmulti-valued attribute with a
val ue selection filter ("valuePath") and a specific sub-attribute
(e.g., "addresses[type eq "work"].street Address"), the matching
sub-attribute of all matching records is repl aced.

o If the target location is a nulti-valued attribute for which a
val ue selection filter ("valuePath") has been supplied and no
record match was made, the service provider SHALL indicate failure
by returning HTITP status code 400 and a "scinfType" error code of
"noTar get".
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The foll owi ng exanpl e shows how to replace all of the nmenbers of a
group with a different nmenbers list in a single replace operation.
Sone text was renoved for readability (indicated by "..."):

PATCH / Gr oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e.com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

"schenmas":

["urn:ietf:parans:scimapi:nessages: 2.0: PatchQp"],
"COperations": [{

"op":"repl ace",

"pat h": " nmenbers",

"val ue": |

"di splay": "Babs Jensen",
"$ref":
"https://exanpl e. com v2/ Users/ 2819¢223...413861904646",
"val ue": "2819c223...413861904646"
1
{

"display": "Janes Smith",
"$ref":

"https://exanpl e. com v2/ User s/ 08e1d05d. . . 473d93df 9210",
"val ue": "08eld05d. ..473d93df 9210"

}
]
}
}
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The foll owi ng exanpl e shows how to change a User’'s entire "work"
address, using a "valuePath" filter. Note that by setting "primry"
to "true", the service provider will reset "primary" to "false" for
any ot her existing values of "addresses".

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: PatchOp"],
"Operations": [{
"op":"repl ace",
"path":"addresses[type eq \"work\"]",
"val ue":
{
"type": "work",
"street Address”: "911 Universal Gty Plaza"
"locality": "Hollywood",
"region": "CA",
"post al Code": "91608"
"country": "US",
"formatted":
"911 Universal City Plaza\nHol | ywood, CA 91608 US"
"primary": true

}
}H
}
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The foll owi ng exanpl e shows how to change a specific sub-attribute
"street Address" of conplex attribute "enmils" selected by a
"val uePath" filter

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":
["urn:ietf:parans:scimapi:nessages: 2.0: PatchQp"],
"COperations": [{
"op":"repl ace",
"path":"addresses[type eq \"work\"].street Address"
"val ue":" 1010 Broadway Ave"
}
}
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The foll owi ng exanpl e shows how to replace all values of one or nore
specific attributes of a User resource. Note that other attributes
are unaffected.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci mtj son

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":
["urn:ietf:parans:scimapi:nessages: 2.0: PatchQp"],
"COperations": [{
"op":"repl ace",
"val ue": {
"email s": [
"val ue":"bj ensen@xanpl e. cont',
"type": "work",
"primary":true
1
{
"val ue": "babs@ ensen. org",
"type": " honme"
}
1,
"ni ckname": " Babs"
}H
}
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3.6. Deleting Resources

Clients request resource renoval via DELETE. Service providers MAY
choose not to pernanently delete the resource but MJST return a 404
(Not Found) error code for all operations associated with the
previously del eted resource. Service providers MJST onit the
resource fromfuture query results. |In addition, the service

provi der SHOULD NOT consider the deleted resource in conflict
calculation. For exanple, if a User resource is deleted, a CREATE
request for a User resource with the same userNanme as the previously
del eted resource SHOULD NOT fail with a 409 error due to userNane
conflict.

DELETE / User s/ 2819¢c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"c310cd84f 0281b7"

In response to a successful DELETE, the server SHALL return a
successful HITP status code 204 (No Content). A non-nornmative
exanpl e response:
HTTP/ 1.1 204 No Content

Exanple: Cient’'s attenpt to retrieve the previously del eted User

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646

Host: exanpl e. com

Aut hori zati on: Bearer h480dj s93hd8
Server response

HTTP/ 1.1 404 Not Found

"schemas": ["urn:ietf:parans:scimapi:nessages:2.0:Error"],
"detail":"Resource 2819c223- 7f 76- 453a- 919d- 413861904646 not found"
"status": "404"

}
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3.7. Bulk Operations

The SCI M bul k operation is an optional server feature that en